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In the article the authors describe the development of architecture for a multi-agent subsystem analyzing
published user postsin social networks in order to identify security threats to society. The article presents the
ar chitecture of a multi-agent subsystem, models of agentsand scripts of their behavior.
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The task of ensuring security on the Internet isamty about ensuring the security of individual
users, but also the security of the state as aawviRshctically uncontrolled growth of the amount of
resources and volume of information every day, mikdifficult to monitor and identify the
resources and information posing a threat [1]. &awetworks are one of the sources of emergence
and spread threatening information.

Often the moderation of posts in social networkeeduced to the search for such violations as
placing off topic posts and comments, containingegiising information, but such messages may
contain such violations as calls for incitemenetifnic hatred, discussion and organization of anti-

social activities, etc [2].

The social network architecture

In the article the authors discuss the developrogmrchitecture for a multi-agent subsystem
analyzing user posts in social networks in ordedémtify security threats to society. Network for
blogging is selected as a social network [1]. Téwad network architecture is shown in Fig. 1.

Social network consists of two subsystems:

» Subsystem for working with users,

» Subsystem for user posts analyzing.



Environment

Administrator Users

\

\ Payment service

Subsystem User interface

for receiving

payments

and transfers

1
| Administrator interface |
L 1 L 1
Monitoring +
subsystem of Intermediary agent
electronic
maney i
transactions Agent coordinator
¥ a ¥ 4 — L
Search agent 1 Search agent 2 Search agent n

—

S

Fig. 1. The social network architecture

Subsystem for user posts analyzing. Agents

The subsystem includes the administrator interfaceugh which a human-administrator forms
tasks that fall to the intermediary agent and aftenpletion of all the tasks he can view the rasult

in completed tasks database.

An intermediary agent interprets requests from hwadministrator to the internal language of
agents, and sends them to agent coordinator. Wigeimtermediary agent receives a message from
an agent coordinator about the completion of al tsks it transmits a human-administrator the

message in natural language.

The agent coordinator is responsible for the atlonaof duties between the agents and their
communication. After receiving interpreted requebts agent coordinator analyzes its volume and

in the case if the volume is too large, it allosatasks between several search agents. When the



agent coordinator receives a signal of the taskfed the last search agent it sends a message to

the intermediary agent.

After getting the task a search agent [3] accefisessocial network database, analyzes the
volume of works, comparing the previous state efdhtabase with the current, selects the action to
be performed (scanning, checking on certain paraisigtanalyses contained entries on the subject
of the presence of threats to society. The analigsisarried out on the basis of the ontology
contained in the knowledge base. At the end of gfecess all the results are entered in the
completed tasks database. Search agents repdre adsks end to agent coordinator. The search

agent model is shown in Fig. 2.
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Fig. 2. The search agent model

CONCLUSIONS
The authors developed architecture for a multi-agerbsystem analyzing user posts in
social networks in order to identify security thieto society, presented the models of agents and
scripts of their behavior. Thanks to the multi-atg@oproach most of the routine tasks are delegated

to the agents, the moderation process becomes aaslienore efficient.
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